KAK 3ALLULUTUTDBLCA
OT KUBEPMOLWEHHUYECTBA.

MPABUNA
BE3OMNACHOCTH
B KUBEPIMNPOCTPAHCTBE.




CErogHs1 HA YPOKE Bbl Y3HAETE: 3 BaHKPoccwl

Qi:; Kakune BMabl MOLLEHHMYECTBA CyLlecTBYeT B ceTn MHTepHeT.

Crnocobbl NOXULLEHUA 310YMbILLIEHHUKAaMWN KOHUAEHLUMANbHOM
MHPopMaLMM O BaC M BaLLUX 3/IEKTPOHHbIX CPeaCcTBax NaaTexKa.

* Kakne npruembl COUMANbHOM NHKEHEPUN UCMONb3YIOT MOLLEHHUKMN,
4yTOObI 3aBNaZETb BalUMMK AEHEKHbIMU CPEeACTBaAMMU.
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KWBEPIMPOCTPAHCTBO?

Hanuwume omeem 8 Yam

YTO TAKOE
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KUBEPIMPOCTPAHCTBO-3TO...
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MP3 nneep

CmapmapoH

RS A —
Tenesusop

Cpepna MHPOPMALMOHHOIO
B3aumoaencTema n obmeHa
NAHHbIMU B KOMMNbIOTEPHbIX CETAX U
CeTAX CBA3MW.

AnemeHTaMun KnbepnpocTpaHCTBa
ABNAKOTCA CEPBEPbI, KOMMbIOTEPDI,
MODOUIbHbIE TafiXKeTbl,
TENEKOMMYHUKALMOHHOE
obopynoBaHMe, KaHa bl CBA3MY,
MHOPMALMOHHbIE U
TENEKOMMYHUKALUMOHHbIE CETH.




CBOUCTBA MHOOPMALIUU @ bar P”

KOHPUAEHUUNANTIBHOCTb — nHpopmaumna moxet
6bITb NONYy4eHa M 06paboTaHa TONbKO TEMU INLLEAMU
WV NPOLLEeccamMm, Y KOTOPbIX eCTb K HEM AocCTyn.

LENNOCTHOCTb- nidopmauma ocraetca
HEU3MEHHOMN, KOPPEKTHON N ayTEHTUYHOMW.

- AOCTYNHOCTbD - aBTOpMN30BaHHbIE cybBbEeKTDI
' (monyuweHHble K nonyyeHuto n obpaboTke

NHPOpPMaLMM) MMELOT K HeM BecnpenaTCTBEHHbIN
AOCTy.




KAKOE CBOMCTBO UHOOPMALIUN
FAPAHTUPYET, YTO AOCTYN K
MHOOPMALLIMUM UMEIOT TOJ1IbKO
OMPEAENEHHbIE JIULIA?

o [oCTYNHOCTb
e KoHdunaeHumManbHOCTb

6 LlenocTHOCTb

Hanuwume omeem 8 yam
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SJ/IEKTPOHHbI BAHKVHT (E-BANKING)... ) BP-

OKa3aHne BaHKOBCKUX YC/YT C UCMO/Ib30BaHNUEM BO3MOMKHOCTEM
rnobanbHoM cetn MHTEpHET 1 MOBUABbHOW CBA3MN.

PC — 6aHKMHTI, yaaneHHoe ynpas/ieHue CBOUM

1L

/===~ HAHKOBCKNUM CYETOM C NMOMOLLBKO KOMMbKOTEPA

l MOOUAbHLIN BAHKUHT, C NOMOLLbIO MOOUABHOTO Bunn fenrc, oaun us cospatenen
1 BbIBLUNIA KPYNHENLWNIA
0 TenedoHa nan cmaptoHa. aKUMOHep KomnaHun Microsoft

ce Ham HyxceH
POS-TepmuHanbl 1 6aHKOMaTbl, C MOMOLLbIO OaHKUHZ, HO He
V4

KOTOPbIX Mbl OnJ1a4nBaem NOKYMNKM B MarasmnHax.

OaHKU 39




BM/Ibl BPE[JOHOCHOTIO MO @ BP”

Bupycbl — 3T0 CaMOBOCNPOU3BOAALLMNCA NPOrPAMMHbIN KOA,
KOTOpPbIN BHEAPAETCA B YCTAaHOB/IEHHbIE NpOrpammel 6e3 cornacus

NOoJZ1Ib30BaATENA.

YepBb — Nporpamma, KOTopas CaMoOpPa3MHOXKaeTcs, OHa
nobaBnseTcs B cUCTeMy oTaeNbHbIM Gali/IoM U ULLET YA3SBUMOCTU
[IN5i CBOETO Aa/ibHENLIEero pacnpocTpaHeHus.




BuAbl BPEOHOCHOIO NO &) BP”

& TpPOAH — NPOHMKAET B CMCTEMY MO BUAOM NONE3HOW YTUAUTbI, HO
O BMECTE C 3TUM CKPbITHO BeAET M pPa3pyLUatoLLyo AeATENbHOCTb
s PyTKuTbI (OT aHr rootkit,Habop nporpammHbIx cpeacTs) —

L &2°( nporpamma namn Habop nporpamm, paspaboTaHHbIX cneunanbHo,
4yTObbl CKPbITb NMPUCYTCTBUE BPEAOHOCHOIO Koda U ero AencTsuna ot
noab3oBaTenAa n ycTaHoBAeHHOoro 3awmTtHoro MO.




YTO HENb3S AENATb MONIb3OBATENIO ... B BP”

[lepexoanTb Nno NOAO3PUTENbHBIM —
CCbI/IKAM B 3/IEKTPOHHOM MOYTE UNU -
B 6pay3epe. oy KOMMNAGTOMESD |

2 boremn/

OTKpbIBaTb NOA03PUTENbLHbLIE
B/1O>KEHUA.

CkauuBaTb 1 yCTaHaB/MBaTb
«nupatckoe» [0.

BCcTaBnsATb HENPOBEPEHHbIE
dnewkun, cMapTdOHbI 1 ap.




YTO AENAET 3APAXKEHHbI KOMNbIOTEP @8 BPn]

. L —

o Kownbto _
WW

* Noxuwaert Hdopmauumtio.

* YyacTtByert B aTaKax.

* Hapywaet cBoicTBa |
nHbopmaummn — )
KOHOUAEHLMANBHOCTb, /

LENOCTHOCTb, AOCTYMNMHOCTb.




NMPUMEP BJTIOKUPOBKU KOMINBHOTEPA

B Windows 3a6/i0KkMpoBaH

Windows 3abnokupoeaH

onnatbl BUNanH HoMUHaNoOM 500 py6rien U Bbicnatb
HOMEp KapTbl ¢ MMHKOOO0M CMCKOM Mo HOMepy

8953-884-2943
BBecTH KoA, Nosly4eHHbIA B oTBeTHOM CMC:

NONbITEa NEPEYCTaHOBMTL CUMCTEMY MOXET NPUEECTH K NOTERE AKTUBALMS
EEXHOW MHD OpmMaumri 1 Hapyw eHuo paboTel KOMbIOTERA




3APAXKEHHbIA KOMIMbIOTEP —
9TO HE BALU KOMITbIOTEP!

{:; BOTHET — 5710 ceTb, cocToALLAA U3
3apa*KeHHbIX KOMNbIOTEPOB,
KOTOpble MOXHO 3aCTaBUTb
[eNCcTBOBAaTb CNAXKEHHO.

* DDoS-artaka (ot aHrn. Distributed Denial
of Service, pacnpegenéHHbl OTKa3 B
obcnyxunsaHumn). Lenb aTon aTaku —
HaPYLWWUTb AO0CTYNHOCTb MHPOPMaLUN.




KAKUE OEACTBUSA NOJIb3OBATEJIEMA @ BP”
KOMMbKOTEPOB U CMAPT®OHOB HAPYLUAIOT ~

NMPABWUJIA BESONACHOCTU U CTABAT NOA YIPO3Y UHmepakmus
CBOMCTBA UHOOPMALIUWN?

1. Ncnonb30oBaHME YyKMX YCTPOUCTB ANA BXOAA B MOOU/IbHbIN BaHK, IHTepHeT-
6aHK, NOKYNoK B MHTepHeTe U COXpPaHEHNE HA HUX JIMYHbIX AAHHbIX.

2. MpoBepkKa dhA3LeK Ha HaIMYMe OnacHbIX NPOrpamm.
3. Mepexop no Noao3pUTENIbHbIM CCbITKaM.

4. HemepneHHoe OTKAKOYEHME BCEX YCAYT NPU yTpaTe TenePoHa UAn NNaHLLETa,
K KOTOPbIM NOAKAOYEHO CMC-MHGOPMMNPOBAHUE NN MOBUNBbHBIN BaHK.

@ v« O 13 ©) 2.3

Hanuwume omeem 8 yam




(DV".UMHF- 3T0u- @ baHk P()(‘(w-

(aHrn. phishing ot fishing «pbibHasn
NOBANA, Bbly>KUBaHUE»)— BN UHTEPHET-
MOLLEHHMYECTBA, Le/Ibio KOTOPOoro
ABNAETCA NoJlyYeHne AocTyna K
KOHPUAEHUNANbHBIM AaHHbIM
nosb3oBaTenei u ux AeHbram.




PEKJIAMA MOLLUEHHUYECKOI'O CEPBUCA

UcTtopuun ycnexa, pacckasaHHble Ha Youtube

qi:; NMocmoTpuTe AaTy perucTpaumnm, Kak e
73 2° : wWWAR
NPaBuUI0, KaHan byaeT OTHOCUTE/IbHO 5 B

MON0A0MN.

* Pa3zmelleHo HeboNbLLOE KONMYECTBO
POZIMKOB, MPMUYEM CaMble NepBble U3 HUX
6yayT Ha COBEPLLUEHHO APYryto TEMATUKY.

31 Mocnenunii ponvk ¢ pexnamoi g T B R S|
MOWeHHNYECKOIo cepBuCa 6V,£|,€T
OI'IY6I'||/1KOBaH coBCem HeELNABHO. % MoaY4n 0T 31000 PYB. YEPE3 5 MUHYT

N HA OMPOCAX OT BLACK STORIS INC 4




NMPU3HAKU ®ULLNHIOBOI0 CAUTA B 5aric Poccun

* JlomeHHOe MMA NoxoXKe Ha Ha3BaHWe N3BECTHOro UHTEPHET-MAlra3nHa,
6aHKa, COLI,I/Ia}'IbHOl\;I ceTu, 6peH,u,a, HO OT/IM4aeTCA Ha HECKOJ/IbKO CMMBOJ10B.

° HeT npeduKca https: s - secure - 6esonacHoe coeanHeHue.
° OnevyaTKW, HECOOTBETCTBMUA, HEOPEKHOCTU M OLLINDOKKU, OYEHb HU3KUE LIEHDI.

® Ha cTpaHuue onnaTtbl OTCYTCTBYHOT IOroTMNbl nporpamm MasterCard
SecureCode un Verified by Visa, ncnonb3sytowmx texHonormto 3D-Secure.

® Ccbl/IKa npuvwaa n3 Hem3BecTHOro NCToYHUKa - CMC nnum coumanbHbie ceTu.

° Bbl nonanun Ha canT Npn UCNOb30BaHUM OTKpbITON cetn Wi-Fi 6e3 napons.




TEJIE®OOHHbIE MOLLEHHUKHA

* 3BOHOK AKOObI OT MMeHM BaHKa: Bac NpocAT
COOOLWMNTb INYHbIE AaHHbIE.

CMC nnam nncemo akobbl oT 6aHKa ¢ Npocbboi
nepe3BoOHUTb.

npocbbon NoATBEPAUTL MOKYMKY.

CMC oT nmeHun poacTBEHHMKOB, KOTOpPble NPOCAT
nepeBecTU AeHbIM Ha HEN3BECTHbIN CYeT.

* CMC 06 owwnboYyHOM 3a4NCNEHNN CPEACTB UK C




Bbl ysudenu 8 uHmepHeme pexknamy 3HaGKOMO20 OH/AAUH-Ma2a3UHQ,

Komopeolii npednazaem ModHbIl cMmapmeoH no Hu3Koll yeHe. Mepelids @ paric P ”(‘“””n
10 CCbI/AIKE U3 PeKAamel, 3amemusiu, Ymo Ou3alH calima u3mMeHUuscs, 8
e20 adpece U OnuUcaHUU Mosapos ecmos oWUbKuU. MHmepaKmue

KAK NOCTYINTD?

O MoxosKe Ha GULIMHT — CaNT Co34aH MOLIEHHUKAMM, YTOObI BBIMAHUTb CEKPETHbIE AaHHble

nosb3oBaTenen. BBoaUTb CBOM AaHHble He Byay, 3aKPOoto 3TOT CaliT 1 cooblly o Hem B LleHTp
MOHUTOPUHTA U pearMpoBaHMA Ha KOMMNbIOTEPHbIE aTaku B KpeaUTHO-PpUHaHCcoBoM chepe
(info_fincert@cbr.ru) unu yepes NHTepHeT-NnpMemHyto baHka Poccum
(http://cbr.ru/reception/)

BeposiTHO, 3TO HOBbIN MHTEPHET-MarasuH: NOYMTato OT3bIBbl NOKYNATeNEN, ECIN OHU
XOpoLUMe, TO 3aKaXKy CMapTHOH.

BBeAY CBOU JINYHbIE AaHHbIE, @ Ha 3Tane onaaTbl pelwy, UCNOJZ1Ib30BaTb 6aHKOBCKy}O KapTy Nau
HeT .

Hanuwume omeem 8 Yam

e Ecnn cknaka Ha cMapTPoH H6onbliasa U AEUCTBYET BCEro HECKO/IbKO YacoB, TO He pa3ayMbiBas,



http://cbr.ru/reception/

MOLUEHHUYECTBO
C BAHKOBCKUMU KAPTAMM

MoweHHUKam HYXHbI.

1234 5678 9000 0000

05/15

CARD HOLDER

Homep KapTbl Homep CVC nnun CVV

CpOoK aencreus

Uma Bnapgensbua




BECKOHTAKTHBIE BAHKOBCKME KAPTbI @ o P”

3A

* BbICOKAaA CKOPOCTb {:;;? KapTy YKpaan, NONb3YyHOTCA €to
BbINO/IHEHMA NAATEXHOWM T ) B marasuHax ao 1000 py6. 6e3
onepauuu S NMUH-Kopa
* yA0b6CcTBO ANA onepauni * BO3MOXHbl MOLLEHHNYECTBA C
A0 1000 pybnen - MoxKHO NAaTEXHbIMN TEPMUHANAMMU
He BBOAWUTb NMUHKOA (cuumeisarowue ycmpolticmea
Ha paccmosHuu)

PEKOMEHOALMWU: ycTaHOBUTb CYTOYHbIM JIMMWUT U CMC YBEAOMNEHMS




KAK U TE MOTYT YKPACTb BALLUU OAHHbIE? & BP”

,{(:3 B 6aHKOMaTe — Ha HEM MOLLUEHHUKMU
MOTYT YCTaHOBUTb CKUMMEP U
BMAEOKamepy.

i 1
el 2 '3 4 '5 6 71
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* B Kade unau marasmHe — COTPYAHMK-
3/10YMbILUNAEHHUK MOXKET

cdoTorpadumpoBaThb Bally KapTy.




TAK MOXKET BbIrNNMAAETb BAHKOMAT
CO CKUMMEPOM




KAK OBOUTU NMPOBJIEMY?

MCHOﬂb3yﬁTe 6aHKOBCKyPO KapTy TOZIbKO B TEX MECTAX, KOTOPbIE 3dCNYHKUBAKOT
A40BEPUA.

OcmoTpuTe HaHKomaT. Ha Hem He A0NXKHO BbITb MOCTOPOHHMX NPEAMETOB.
Habupasa NMNH-koa, npuKkpbiBanTe KNaBMUaTypy PYyKOM.

Mpu Habope NMNH-Koaa BBoaMMbIe LUPpbI HE AO0MKHbI OTObparkaTbes (****),
MoakntoumtTe mobunbHbIN BaHK 1 CMC-yBegomneHus.

Hukomy He coobuiaiTe cekpeTHbIn Koa n3 CMC.

He TepsaiTe KapTy 13 BuAay (B marasuHe, Kade).




C MOEM KAPTbI CMTUCAJIN AEHDbIN.
4YTO AEJIATDb?

é:\; No3BoHUTe B 6aHK 1 3abnokupyiite
KapTy.

* 3anpocuTe BbIMWUCKY MO CYETY U
HanNWULWMKTe 3aABAEHWE O HECOTNAcUM C

onepauuemn.

* ObpaTtuTtech B noamuumio.




@ baHk Poccum -]

UHmepakmue

Kak He cTaTb XXepTBoM
KnbepnpectynHmMkoB?

Hanuwume omsem 8 yam 0




CEMb NPABWJ1 BESONACHOCTH B @ Bpn
KUBEPMPOCTPAHCTBE

He nepe3BaHuBaiTe
MO COMHUTE/IbHbIM
HOMepaMm.

Bcerpga nposepsnte
nHpopmauymio.

He xpaHUTe AaHHble KapT
Ha KOMMNbIOTEPE NN B
cmapTdoHe.

He nepexoaute no
Hen3BEeCTHbIM CCbI/IKaM.

Ecnu Bam coobuiator,
6yATO YTO-TO CNYYMIOCh
C POACTBEHHUKAMMU,
CPOYHO CBSIKUTECH C
HUMM HanpAMylto.

He coobuainte HUKomy
JINYHbIE A@aHHble, Napoan
N KoApbl.

YCTaHOBUTE aHTUBUPYC
Ha KomMmnbloTep cebe
N POACTBEHHUKAM

© 6 0 6

Ob6vsAACHUMeE NoXusnbiM POOCMBEHHUKAM U MoOpPOCMKam
amu npocmele npasunaa u byoome 60umensvHoi!!!




baHk Poccuun — Meraperyndarop

(NHAHCOBOIro pbIHKA

®dyHKuum baHka Poccum:

4

%
2%

3awuTa n obecneyeHme ycTomymBocCTum
pybns

MNoppeprkaHne cTabunbHOCTU U Pa3BUTUSA
$UHAHCOBOrO pPbIHKA

3awuTa npas notpebutenen GMHaHCOBbIX
YyCAYT 1 NOBbIWEHNE YPOBHA PUHAHCOBOM
rPaMOTHOCTU HaceseHus

Y3HaiTe 60onbwe 0 puHaHcax:

é YuTamTte ctaTbM M HOBOCTMU:
CI—_| fincult.info
3apaBanTe BOMPOCHI:
000 -
cbr.ru/Reception/

3BOHUTe BecnnaTHO:
8-800-300-3000




Ana nonyyeHmna Ceptndukara yyactHUKaA

HanpasaaiTe ot3biBbl Ha  basewebinar@fincult.com

dopmy 0T3bIiBa BCE YYACTHUKM Noay4aT
Ha 3N1EKTPOHHYIO NOYTY B TeUEHUE CYTOK Noc/ae ypoKa.

? B cnyyae BO3HMKHOBEHMA BONPOCOB, NOXKaNynCTa,
o obpawaunTtecb K Ham help@fincult.com

MopanucbiBaTech B rpynnbl «PMHaHCOBOE npocBelieHue»! w
Facebook: https://www.facebook.com/groups/finprosvet/

a OaHoKnaccHUKK: https://ok.ru/finprosvet

®)

a BKoHTakKTe: https://vk.com/finprosv



https://www.facebook.com/groups/finprosvet/
https://ok.ru/finprosvet
https://vk.com/finprosv

